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Swedish

Forord

En elektronisk signatur kan anvandas for att séfasatt elektroniskt dverford information
inte har forandrats och att informationens avsadaden som uppges vara avsandare.

FoOr att kunna anvanda en elektronisk signaturd@piet system dar parterna inte kéanner
varandra i forvag, d v s nar de mottagare som $#aita sig pa signaturen saknar varje form
av avtal med undertecknaren eller certifikatutfé@dabehoéver parterna kunna inhamta
information om kopplingen mellan en elektronisknsitur och en bestamd person. Darfor har
det utvecklats ett system for elektroniska sigreataom brukar benamnas det 6ppna
nyckelsystemet (Public Key Infrastructure, PKI).nDxm skall verifiera en signatur maste
vara saker pa att en bestamd nyckel verkligenhuis med den person som framstar som
utstéllare av en elektronisk handling. | dettaeystutfardas ett elektroniskt intyg (certifikat)
av en tredje part. Ett certifikat innehaller uppgifn vem som ar innehavare av en elektronisk
signatur. Sadan information kan inhamtas fran etifigatutfardare. Ett avtalsfoérhallande
foreligger mellan utfardare av certifikat och inaghren av den elektroniska signaturen.
Nagot avtalsforhallande foreligger i regel inte niedlje part som ar i behov av information
om innehavare av en elektronisk signatur.

Fran och med den 1 januari 2001 galler lagen orfifloerade elektroniska signaturer i
Sverige. Lagen ar en implementering av Europapanets och radets direktiv 1999/93/EG
om elektroniska signaturer. | lagen definieras lekteonisk signatur sasom "Data i
elektronisk form som &r fogade till eller logiskilkna till andra elektroniska data och som
anvands for att kontrollera att innehallet harranfden som framstar som utstallare och att
det inte har férvanskats”.

En kvalificerad elektronisk signatur &r en avandeziektronisk signatur som ar baserad pa ett
kvalificerat certifikat och skapad av vissa narmamgivna anordningar for
signaturframstallning ex.vis ett smart kort somfyper de krav som framgar av de
standarder som rekommenderats av kommissionenralessddana s.k. sakra anordningar.
Ett kvalificerat certifikat skall vidare innehaNéssa uppgifter och vara utfardat av
certifikatutfardare som riktar sig till allmanhetech som anmalt sig till Post- och
telestyrelsen.

Lagen innehaller regler om krav pa, tillsyn 6veh skadestandsansvar for den som utfardar
kvalificerade certifikat till allméanheten. Vidareriehdller lagen bestammelser om
elektroniska signaturers rattsliga verkan. Lageelvéller en regel som anger de kvalificerade
elektroniska signaturernas sarstallning. Regelehbén att om det i lag eller annan forfattning
stélls krav pa egenhandig underskrift eller motamele och om det &r tillatet att uppfylla
kravet med elektroniska medel, skall en kvalificketéektronisk signatur alltid anses uppfylla
kravet. Anvandningen av elektroniska signaturemreler vid kommunikation med
myndigheter skall dock kunna vara férenad med lygme krav.

SignGuard Europe AB ar utfardare av kvalificeradeiftkat och i detta dokument beskrivs
tillvagagangssatt och verksamhetsprinciper sons faj beviljandet av certifikat. De mer
detaljerade reglerna for framstallning, utgivnirgpsparrning m.m. av certifikat anges i
SignGuard Europe ABs Certifikation Practise Stat@mePS.

Sven Peter Helldén
Styrelseledamot
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1. Certifikatutfardare

SignGuard Europe AB skall folja gallande lagstifimipa omradet och félja de rad, anvisningar
eller beslut som meddelas av behériga myndighetaro SignGuard Europe AB skall i sin
verksamhet anvéanda den teknik och sékerhet somdeaofor att uppfylla de krav som kan
stéllas pa verksamheten. SignGuard Europe AB bkdillgang till personal (egen eller genom
annan levarantor) med kunskap, erfarenhet och lgttgirsom forutsatts for att producera
certifikattjanster. SignGuard Europe AB satter sh&tstankandet hogst pa dagordningen.
SignGuard Europe AB skall bevaka teknikforandringeln verka for att alltid anvanda den
senaste och sakraste tekniken.

2. Certifikatinnehavare

Innehavaren av certifikatet svarar for att de ufipgér riktiga som lamnats vid

ansokningen om certifikatet. Innehavaren av c&diét svarar for anvandningen av certifikatet
och de rattshandlingar som foretagits med certdikeamt deras ekonomiska foljder. Om
innehavarens smartcard forkommer eller det finnséjlighet att certifikatet missbrukas skall
innehavaren omedelbart underratta SignGuard Euk&1&ignGuard Europe AB har sin
verksamhet 6ppen dygnet runt genom SignGuard Euk8pe hemsida for
certifikatinnehavarna och tredje part.

SignGuard Europe AB lamnar inte ut certfikat ut#nranehavarens identitet ar tillforlitligt
faststalld.

2.1 Vem kan anstka om kvalificerade certifikat

Enbart fysiska personer kan anséka om kvalificeamigfikat hos SignGuard Europe AB.
Certifikatsbkandens rattigheter och skyldighetegemn anstkningsdokumentet som utgor ett
avtal med sokanden av certifikat. | ansokningsdadutet framgar de avtalsvillkor som
SignGuard Europe AB tillampar vid varije tillfalllaformation om den fysiska personens
stallning och befogenhet i en juridisk person allenan information som géller den juridiska
personen och certifikatinnehavaren kan laggasettifikatet under forutsattning att den
juridiska personen bitrader anstkan med sadanaftgp&ignGuard Europe AB forbehaller
sig ratten att neka en ansdkan.

2.2 Krav pa ansokan

Ansokan om kvalificerade certifikat sker pa sathsanges pa SignGuard Europe AB’s
hemsida. Bitrader en juridisk person skall dennekdskriftligen bekrafta uppgifterna till
SignGuard Europe AB. Ansbdkningshandlingar sparggati hos SignGuard Europe AB.
SignGuard Europe AB kraver att sokanden skall kuamrge fullstandigt namn,
medborgarskap, personnummer, folkbokféringsdress.

2.3 ldentifikation av sbkanden

Certifikat lamnas ut till sbkanden forts efteridgntifieringsprocessen genomforts i enlighet
med SignGuard Europe ABs villkor som framgar panGigard Europe ABs hemsida.

Sokanden skall innan certifikatet lamnas ut kurtgigka sin identitet med godkénda svenska
identitetshandlingar. FOr att registrera ett ngité&ndarkonto hos SignGuard Europe AB krévs
ett identitetskort utgivet av skatteverket. Meddsa® "Skatteverkets” identitetskort kan den
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sOkande skapa ett nytt anvandarkonto hos SignGAakdindaruppgifter sdisom namn,
personnummer, certifikatsnummer och giltighetsidden utfardade legitimationen utgor
basen i detta forfarande. Avtalet med SignGuarepeiAB signeras med det befintliga
signaturcertifikatet pa Skatteverkets id-kort. Inrevandaren kan ges tillatelse att bestalla
kvalificerade signaturcertifikat genomfors en sfiiifragan hos utfardaren av legitimationen.
Forutsatt att den anvanda legitimationen ar ghig anvandaren bestalla ett kvalificerat
signaturcertifikat. Alternativt kan aven anvandartom skapas dar SignGuard Europe AB
eller nagot av SignGuard Europe AB befullméaktigaiboid genomfor en identifiering av den
sokande. Underlagen for identitetskontrollansoleands sedan digitalt hos SignGuard
Europe AB.

2.4 Certifikatets giltighetstid m.m.

Certifikatets giltighetstid ar tidsbegransat i ghkt med de villkor som meddelades vid
ansokningstillfallet. Andra villkor framgar av ciiitatet. Certifikatet kan fornyas online
innan giltighetstidens utgang enligt de villkor sélmgar av SignGuard Europe AB’s
hemsida.

Nar sokanden identifierats och mottagit certifikateligt ovan och da underlaget kommit
SignGuard Europe AB tillhanda skall utfardandetlglan godkannas och registreras av
SignGuard Europe AB. Certifikatet anses utfarddtdénna tidpunkt d& SignGuard Europe
AB registerar godkannandet. Certifikatet ar giltigder giltighetstiden och upphor vid
utebliven fornyelse i tid eller da aterkallelseistgrats hos SignGuard Europe AB.

2.5 Certifikatinnehavarens aktsamhetskrav

Certifikatinnehavaren ansvarar for att smartcatd laer (nycklar) inte kommer i annans
besittning. Koder (nycklar) och smartcard far ajdiirvaras tillsammans.
Certifikainnehavaren far aldrig avsloja sin privital (nyckel) eller lata annan anvanda
certifikatet. Certifikatinnehavaren ansvarar farcartifikatet endast anvands av innehavaren.

2.6 Fornyelse av nycklar

Fornyelse av nycklar kan inte ske. Betraktas sobestalining av certifikat.

3. Tredje part

SignGuard Europe AB skall via sin hemsida tillhamalka information om verksamheten,
certifikatinnehavare och sparrlistor dygnet rungn&uard Europe AB har enligt lag ett
tvingande skadestandsansvar mot tredje part ocekomomiska forutsattningar att sakerstalla
eventuell skadestandsskyldighet. SignGuard Eurdpe aasvar for skada &r begransat till
100,00 € per certifikat.

4. Verifiering av certifikat

SignGuard Europe AB tillhandahaller mojlighet aggdet runt kontrollera giltighet och
identitet for utfardade certifikat. Kontroll kanleart ske online pa SignGuard Europe AB's
hemsida. SignGuard Europe AB utfardar aven pa bhegatyg om certifikat och identitet.
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5. Sparrtjanst

SignGuard Europe AB har en sparrtjanst pa sin hdarsom ar tillganglig dygnet runt.
Innehavaren av certifikat kan aterkalla sitt céeif. Innevaren skall aterkalla sitt certifikat
omgaende om hans smartcard forlorats eller detrkastankas att sa skett. SignGuard
Europe AB kan aven aterkalla ett certfikat om d@t knisstankas att certfikatet missbrukas
eller att smartcardet forlorats. SignGuard Europehar dygnetrunt bevakning av
sparrtjansten. Sparrlistan uppdateras kontinuestihtsenast en timma efter erhallen
sparrinformation.

6. Tillganglighet

SignGuard Europe AB har sin hemsida 6ppen dygmetfou verifiering och spéarrtjanst.

7. Ansvar

Enligt lag 2000:832 om kvalificerade elektoniskgrsiturer skall SignGuard Europe AB
ersatta forlitande part i vissa fall. De narmaneifgéttningarna framgar av lagens 14 8.

8. Sakerhet och teknik

SignGuard Europe AB anvander den maskinvara oafranovara och dvriga sakerhetsrutiner
som Overenstammer med sadana standarder som BEkapgeimenskapernas kommission
faststallt och offentliggjort referensnummer tiEuropeiska gemenskapens officiella tidning.
SignGuard Europe AB har som malsattning att hasgeaste och sékraste tekniken.

9. Kompetens

SignGuard Europe ABs krav ar att den personal sthin tjanster at SignGuard Europe AB
skall ha kompetens for sina uppgifter och erhadia kompetensutveckling som kan
aktualiseras utifran verksamhetskraven och arbptsfip

10. Ekonomiska medel

SignGuard Europe AB har eget kapital for att kiavaeventuella skadestandsansprak som kan
riktas mot bolaget.

11. Avtalsvillkor

Allmanna avtalsvillkor mellan SignGuard Europe A&hacertifikatinnehavare framgar av
SignGuard Europe ABs hemsida. De sarskilda villkagem traffats framgar pa
certfikatinnehavarens tilldelade anvandarkonto.

12. Tvister
Svensk lag tillAmpas vid svensk domstol.
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English

Preface
An electronic signature can be used to ensureethatronically transmitted information has
not been changed and that the sender of the infmmia designated as the sender.

To use an electronic signature in an open systearenie parties do not know each other
beforehand, i.e. when the recipient must rely ensiignature without any agreement with the
signatory or the certificate issuer, the partiesd® be able to obtain information about the
link between an electronic signature and one pdaigerson. Therefore, it has been
developed a system for electronic signatures, lysaalled the public key system, Public Key
Infrastructure (PKI). Anyone who wants to verifgignature must be sure that a given key
really is linked to the person presenting himssléa exhibitor of an electronic document.

In this system an electronic certificate is isshga third party. A certificate contains
information about the identification of the holddran electronic signature. Such information
can be obtained from an issuer of a certificateoAtractual relationship exists between the
issuer of the certificate and the holder of thetetaic signature. No contractual relationship
exists in general with third parties who are indheginformation about the holder of an
electronic signature.

The law of qualified electronic signatures in Swee@gists since the 1st of January 2001. The
law is an implementation of the European Parlianagiot Council Directive 1999/93/EC of
electronic signatures. The Act defines an electreignature as "data in electronic form
which are attached to or logically associated witer electronic data, used to verify that the
content originates from the person presenting hinasea exhibitor and that it has not been
manipulated”.

A qualified electronic signature is an advancedtetaic signature based on a qualified
certificate and created by certain specified faedifor signature petition, for example a smart
card which meets the requirements laid down bytaedards recommended by the
commission in respect of such so-called securecdsvA qualified certificate shall contain
certain information and be issued by a certifiegaseer with the public as target and who has
applied with the National Post and Telecom Agency.

The Act provides requirements, supervision andlitglfor the issuing of qualified

certificates to the public. Furthermore, the Aattadns provisions for the legal consequences
of electronic signatures. The Act contains a rhb specifies the special status of a qualified
electronic signature. The rule involves that if w or regulation requires a handwritten
signature or equivalent, and if it is permissildesatisfy the requirement by electronic means,
the qualified electronic signature should alwaystesidered to meet this requirement. The
use of electronic signatures within or in commutarawith the authorities could however be
connected with additional requirements.

SignGuard Europe AB is issuer of qualified ceréfes and this document describes the
approach and business principles that are followeke granting of certificates. The detailed
rules governing the preparation, issuance and egMotof a certificate are specified in
SignGuard Europe AB's Certificate Practice Staten@RS.

Sven Peter Helldén
Member of Board of Directors
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1. Certificate Authorities

SignGuard Europe AB must comply with current leagisin and follow the advice,
instructions or decisions issued by the competethtagities/bodies. SignGuard Europe AB
should use the technology and safety required.@ignd Europe AB will have access to staff
(its own or through other sources) with knowledgeerience and competence that is
assumed to produce certification services. SignGHarope AB sets security on top of the
agenda. SignGuard Europe AB shall monitor technocédghanges and always try to use the
latest and safest technology.

2. Certificate Holders

The holder of a certificate answers for that tHenmation given on the application is
accurate. The holder of a certificate answersheruse of the certificate and the legal actions
taken by the certificate; also their economic cqasaces. If the holder's smart card is lost or
there is a possibility that the certificate is lgemisused, he shall immediately notify
SignGuard Europe AB. SignGuard Europe AB has isrimss activities available 24 hours,
through SignGuard Europe AB's website, for theiftesite holders and third parties.

SignGuard Europe AB will not issue a certificatehout having proved the reliability of the
holder's identity.

2.1 Who can apply for qualified certificates

Only individuals can apply for qualified certifiest by SignGuard Europe AB. The rights and
obligations of the certificate applicant are spedifin the application document which
constitutes an agreement of the applicant of tinficate. The application document shows
the contractual terms of SignGuard Europe AB. Imfation of the position and the authority
of the individual or other information relatingttoe legal person and the certificate holder can
be inserted in the certificate, provided that teespn has completed the application with
such data. SignGuard Europe AB reserves the rigtgfise an application.

2.2 Criteria for application

The way of application for qualified certificateea&et out on SignGuard Europe AB's
website. If a legal person assists this shall séicoed in writing to SignGuard Europe AB.
Application forms are stored digitally by SignGu&rdrope AB. SignGuard Europe AB
requires the applicant to enter the full name,omatiity, date of birth, registrated address.

2.3 ldentification of the applicant

Certificates shall be issued to the applicant aflgr that the identification process has been
carried out in accordance with SignGuard EuropesAd®nditions stipulated on SignGuard
Europe AB's website.

Before the certificate can be issued, the applishatl prove his identity with approved
identity acts. To register a new user account BitnGuard Europe AB the applicant will
need a Swedish ID-Card issued by the Swedish tdpogty. With the identity card from the
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Swedish tax authority the applicant creates a n&swv account with SignGuard Europe AB.
User information like name, personal number, dedié number and validity for the
identification issued constitutes the base in pihecedure. An agreement with SignGuard
Europe AB is signed using the existent signaturgfioate on the Swedish tax authority’s id-
card. Before the user receives permission to adgralified certificate a revocation check is
made with the issuer of the identification. Proddeat the identification presented is valid
the user can order a qualified signature certiéicatlternatively user accounts can be created
where SignGuard Europe AB or a by SignGuard EuAdpeawuthorized agent can carry out an
identification of the applicant. The documentsittentity control are then digitally stored

with SignGuard Europe AB.

2.4 Validity of the certificate, et cetera.

The time of validity of the certificate is limited accordance with the terms announced at the
time of application. Other conditions are showthe certificate. The certificate can be
renewed online before the expiry under the conaiitistipulated by SignGuard Europe AB's
website.

When the applicant is identified and has receiviedcertificate and when the identification
base has reached SignGuard Europe AB, SignGuaap&#B shall finally approve and
register the issue. The certificate is considesegsued at the moment when SignGuard
Europe AB registers the authorization. The cedikds valid during the time of the duration
and terminates if not renewed in time or when Sigen@ Europe AB withdraws the
certificate.

2.5 Certificate Holder's duty of care

The certificate holder is responsible for that$heartcard and codes (keys) will not come in
another person's possession. Codes (keys) and candstshould never be stored together.
The certificate holder should never reveal hisaievcode (key), or let any one else use the
certificate. The certificate holder is responsiiblat the certificate is used only by its holder.
2.6 Renewal of keys

Renewal of keys is not possible. A new applicatgorequired.

3. Third Party

SignGuard Europe AB shall, through its websiteyte information of activities, certificate
holders and revocation lists 24 hours a day. Sigm@&&urope AB has by law a mandatory

liability against third parties and has financibilidy to secure any liability. SignGuard
Europe AB’s liability for damage is limited to 100,€ per certificate.
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4. Verification of certificates

SignGuard Europe AB provides a 24 hour opportutaitgheck the validity and identification
of certificates issued. Control can only be donkneron SignGuard Europe AB’s website.
SignGuard Europe AB issues also on request aicatéfof licence and identity.

5. Revocation service

SignGuard Europe AB has a revocation service owetssite which is available 24 hours a
day. The holder of the certificate may revoke éditicate. The certificate holder shall revoke
his certificate immediately if his smart card istlor if it is suspected that this has occurred.
SignGuard Europe AB can also revoke a certificaitas suspected that the certificate is
abused or if the smart card is lost. SignGuard pei#B revocation service is available 24
hours a day. The revocation list is updated cootisly and always one hour after the
information is obtained at the latest.

6. Availability

SignGuard Europe AB has its website open 24 hodesydor authentication and revocation
service.

7. Responsibility
The Swedish law, 2000:832, regarding qualified tetexic signatures, directs that in some

cases SignGuard Europe AB must compensate a rgdgirtg. The terms and conditions are
listed in the Act § 14.

8. Safety and technology

SignGuard Europe AB uses hard- and software aret sgturity procedures that are
consistent with standards given by the Europeanr@igeion and available with reference
numbers in the Official Journal of the European @Guossion. SignGuard Europe AB aims at
use the latest and safest technologies.

9. Competence
SignGuard Europe AB's requirements are that tHemgaforming services for SignGuard

Europe AB shall be competent for their tasks aradl saceive all appropriate education for
the requirements.

10. Funding

SignGuard Europe AB has the financial ability towse any claims that could be set against
the company.
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11. Terms
The terms of conditions between SignGuard EuropeaAiB a certificate holder is shown on

SignGuard Europe AB's website. The special contitishich may have been stipulated are
shown on the certificate holder’'s assigned useowatc

12. Disputes

Swedish law and court is applied.
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